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InaUssaen

WenagaulazAnw1n15veuYes SDN war OpenFlow agld mininet @519 3 @ (layer) lauwA
infrastructure layer 1Us¥naumae virtual host, virtual link wag virtual Switch, control layer uag
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application layer Ul laptop?ing1unae windows stlazidunisazaininsglelaptopiiieaiaiasine?

gunsalnlglunsneaag

1. Laptop fivhemgig Winodws 7
2. 1% VirtualBox LTu virtual machine software

3. 14 Mininet VM Images 7y Mininet 2.2.0 Uy Ubuntu version 14.04 -32 bit &1y

Windows users ‘17;1%' VirtualBox

JunUluNIsNAADY

1. 7 laptop TWAnss VirtualBox

1 laptop Ands VirtualBox , nsdives Windows uaunsa download % package

program 1§91 website ¥84 VirtualBox W7 https//www.virtualboxorg/  (ufitis

downloadw L1l9vINuLa2% Desktop ¥ SDN Part 1 lngvinauduneuasil:

click 20337 desktop @@ SDN Part 1, click #i floder #oMininet uaz 11 click 2 ase #Alng
VirtualBox-5.2.4... iilofins

Xming Mozila  Virus_snorc..
Firefox

i i~
7] H Mininet

USB Disk ~ VICmedia SDN_Part_1.. X ? PUTTY
Sy player NFV_Jirawat_ N VirtualBox-5.2.4-119785-Win
oDL f)é Xming-6-9-0-31-setup



sednAgaundt azlamugudneans uagl click 91 next

| S|

#5 Oracle VM WirtualBox 5.0.8 Setup

welcome to thhe Oracle WVviM
WirtualBox S 0.8 Setup Wizard

The Setup Wizard will install Orade vM virtualBox 5.0.8 on
your computer. Click Mext to continue or Cancel to exit the
Setup Wizard.

[ Mesxt = | [ Cancel ]

Version 5.0.8

awlamugudnans waglyi click 1 next

#2 Oracle VM VirtualBox 5.0.8 Setup

Custom Setup
Select the way you want features to be installed.

Click on the icons in the tree below to change the way features will be installed.

------ i Crade VM VirtualBox 5.0.8
virtualBox UISE Support application.
VirtualBox Metworking

'l.-'!rtua:Eiox Bridge This feature reguires 1949vE on
- > | virtualBox Host-C wour hard drive. It has 3 of 3
= ~ | WirtualBox Python 2.x SU subfeatures selected. The

subfeatures require 496KE on yo...

« | 11 | S

Location: C:WProgram FilesVZWradeZWirtualBoxy

Version 5.0.8 [ Disk Usage ] [ < Back ][ Mext = ] [ Cancel ]

aelamugudneang annuulil click 7 next

&Dracle Wik VirtualBox 5.0.8 Setup

Custom Setup
select the way you want features to be installed.

Please choose from the options belowe:

Create a shortocut on the desktop

Create a shortout in the Quick Launch Bar

Register file associations

Version 5.0.8 [ < Back ][ Mext = ] [ Cancel ]




aglamugudnedns 91ntuli click 71 yes

22 Oracle VM VirtualBox 5.0.8 |z

Warnimg:
Network Interfaces

Installing the Orade WM VWirtualBox 5.0.8 Metworking feature
wiill reset yvour network connection and temporarily
disconnect yvou from the network.

Proceed with installation now?

Version 5.0.8 [ ves ] [ Mo L

awlamugutneans Nl click 91 install

21 Cracle W VirtualBox 5.0.8 Setup l—s=—|

Ready to Install
The Setup Wizard is ready to begin the Custom installation.

Click Install to begin the installaton. If yvou want to rewview or change any of yvour
installation settngs, dick Back. Click Cancel to exit the wizard.

Wersion 5.0.8 I = Back Install Cancel

ndubisedneg waz 618013071910 windows HeveRnfigUnInlm1ee W USB Al click 9

install {iveaun1n 1NUULLANUNINIBTI9E9 wae click 71 finish

2 Oracle VM VirtualBox 5.0.8 Setup ||

Oracle vM VirtualBox S5S.0.8
installation is complete.

Click the Finish button to exit the Setup Wizard.

Start Oracde VM VirtualBox 5.0.8 after installaton
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Version 5.0.8 = Badk



PnuaglentivenuguineE

8¥ Oracle VM VirtualBox Manager ==l x|

File Machine Help

-
L 9 L 4 %23 Details | (=) Snapshots

Mew Settings Discard Start
| Welcome to VirtualBox!

The left part of this window is a list of all virtual machines on your cumputer The list is empty now
because you haven't created any virtual machines yet. :

m

In order to create a new wirtual machine, press the Mew button in the £ = & B ‘
main tool bar located at the top of the windaow. -

g
| | You can press the F1 key to get instant help, or visit - ?
www  virtualbox.org for the latest information and news. r 4
N2

NNTUTANTTIEU 19 click 11 1ATBINNNEY X JAUUUYI
o ¥
2. ARRNY Mininet

msAnssldau Mininet ¥ilsvianeg s Tuiitlazveuugih HideiigaiFonin Mininet VM (virtual

machine) 1ng¥i1n1s download Mininet VM image 2910 website http://mininet.org/download/, (lu

738 download W83lHudde mininet-2.2.0-150106-ubuntu-14.04-server-i386. Zip = 800 MB asf[,u

directoty %o Intro SDN & NFV uu Desktop)

191A15 unzip W& mininet-2.2.0-150106-ubuntu-14.04-server-i386.zip 1nens click U directory

%a SDN Part 1

VIC media SDN_Part_1M
player arch_2561

e



Téshdclick valuitlngde mininet-2.2.0-150106-ubuntu-14.04-server-i386.zip

- Search Intro-SDNEN!

. ¢ Intro-SDNE&NFY »

Organize * & Open = Share with - Burn Mew folder

e

Mame Date modified Type

0 Favorites —‘

Bl Desktop g | | 1) mininet-2,21-150420-ubuntu-14.04-serv...  6/28/2016 5:42 PV Compressed (zipp..
& Downloads il @ PUTTY 12/10/201112:35 .. Application
| Recent Places ¥ VirtualBox-5.0.22-108108-Win 6/18/2016 1.57 PM  Application
% Xming-6-9-0-31-setup 8/6/2016 11:30 PM Application
click 91 Extract AlL..
Open

Open in new window

Extract All...

1-Zip 3

CRC SHA 3
@h  sinudeo Microsoft Security Essentials...

Open with...

Share with 4

Restore previous versions

Send to 4
Cut
Copy
Lo v Intro-SDNE&NFV » feaiclsho it rch Intro-SDNENFV pel
Organize » o Open - Share with Delete = - O @
Rename I
. . Mame pe Size
i Favorites .
! I— Properties
B Desktop = |4 mininet-221 — mpressed (zipp.. 997,136 KB |
& Downloads @ PUTTY 12/10/201112:35 ...  Application 472 KB
5 Recent Places ¥ VirtualBox-5.0.22-108108-Win 6/18/2016 1.57 PM  Application 110,729 KB
M Xming-6-9-0-31-setup 8/6,/2016 11:30 PM Application 2154 KB




'
= = %

Click 91 extract wiavenglndnandudnesnunltauuns

Y

F’ [ ]

@ | 1. Extract Compressed (Zipped) Folders

Select a Destination and Extract Files

I Files will be extracted to this folder:
PCh\DesktopiIntro-SDMNENFWV mininet-2.2.1 -1 50420 -ubuntu-14 .04 -server-amdbd Browse...

Show extracted files when complete

l Extract I[ Cancel ]

Click 2 3slUl directory mn-master-trusty6aserver-

. b mininet-2.2.1-150420-ubuntu-14.04-server-amdbd  » - |‘,| | Search mininet-2.2.1-150420-ubuntu-... 2

Share with = }/> New folder =~ [ @

>

Crganize « Include in library +

Y Favorites i MName Date modified Type Size
Bl Desktop E| . mn-master-trustybdserver-150420-00-11-...  8/9/2016 11:38 AM  File folder
& Downloads

azwiiu Td mininet 2 g ﬁ%gﬂﬁﬂﬂﬁ%’mﬂu Virtual Machine (VM) &3fide server 114 ubuntu

14.04 \Ju operating system w3aufiu #nss mininet lngls1azase VM e VirtualBox

|, % mininet-2.21-... » mn-master-trustybdserver-150420-00-11-02 - |4-_p| | Search mn-master-trustybdserver-150.

Organize = Include in library = Share with = Burn Mew folder ==« [
[ ~ “ - .
S Favorites MName Date modified Type Size
m Desktop bi mininet-2.2.1-150420-ubuntu-14.04-serv...  &/9/2016 11:38 AM Open Virtualizatio... 4 KB

& Downleoads a mininet-vm-x86_64 87972016 11:38 AM  Virtual Machine Di... 2,845,504 KB



Wan15ha1u VirtualBox e click 2 A543 ﬁg‘d Oracle VM VirtualBox

=T

L

[_.

-
Metwaork

01U click 171‘ menu File ué click l@an Import Appliance mugy

cle WM VirtualBox Manager

FIE Machine Help

PRGE @98 ‘b

Preferences...

Import Appliance...
Export Appliance...

Virtual Media Manager...

Metweork Operations Manager...

Check for Updates...
Reset All Warnings

Ctrl+ G

Ctrl+1
Ctrl+E

Ctrl+D

base
Ubuntu (32-bit) |

~



iy 14 Whddlun dyaydnvalzuuily iiveiden virtual appliance file e import Whanldau

3¢ Oracle VM VirtualBox Manager

File  Machine Help

" 4

i:\;— xi' Imnport Virtual Appliance

=

Appliance to import

VirtualBox currently supports importing appliances saved in the Open Virtualization Format
(OVF), To continue, select the file to import below.

Click T desktop

|

P

A ¥# Please choose a virtual appliance file to import

et

App OQ“|@ b Libraries » Documents »

- | 3 | | Search Dorumerﬂs 2
— -

Egaﬂ'; Organize « Mewfolder =+ [l @
| | i Favorites M Documents |Ibrary Arrange by:  Folder ~
Bl Desktop Includes: 2 locations
& Downloads MName Date modified Type
2l Recent Places

Click LUl directory Intro-SDN&NFV

&« v “ m *» ThisPC » Desktop » v O Search Dv
Organize ~ MNew folder
)
~ @ This PC
> 3 3D Objects DU'-. :
> m Deskiop e E
> Documents ~— u
5 g Downloads SDM_Part_1March Virus_shortcut_sir 1aau

_2561 rat

~ kLA~



10

Click 7 directory mininet-2.2.0-150106-ubuntu-14.04-serv...

N# Please choose a virtual appliance file to impart
& w1 ICTSNFeb59 b + [ 42| [ Search ICT-SDN-Feb-59
—
Organize Mew folder = + O
<% Favorites = Name Date modified Type Size
Bl Desktop . mininet-2.2.0-150106-ubuntu-14.04-sery...  1/6/2016 10:32 AM File folder
& Downloads

Click Ui directoty goeide mn-2.20-trusty32server-150106-02-57-00

N# Please choose a virtual appliance file to import u
@@dl . b ICT-SDN-F.. » mininet-2.2.0-150106-ubuntu-14.04-server-i386  » - |¢f| | Search mininet-2.2.0-150106-u... O |
| — =
Organize ~ Mew folder == ~ [ @
< Favorites MName Date modified Type Size
PR Desktop ‘ ‘ . mn-2.2.0-trusty32server-150106-02-57-00 1/6/2016 10:36 AM File folder

g1nifu click lUiideld mininet-2.2.0-150106-ubuntu-14.04-ser amtu click 71 open

sX Favorites MName Date modified Type St

Bl Decktop |" mininet-2.2.0-150106-ubuntu-14.04-sery...  1/6/2015 2:05 AR Open Virtualizatio...
& Downloads

v
=1l Recent Places

m

- Libraries
@ Documents
J}? Music ‘
|&= Pictures

E Videos

A\
- |4 1 N\
N\

File name: mininet-2.2.0-150106-ubuntu-14.04-server-i386 - \’ben Virtualization Form:

M Camnuter

| Open I [ Ca




Click ﬁ next

i Appliance to import

wirtualBox currenty supports importing appliances saved in the Open Virtualizaton Format
{OVF). To contnue, select the file to import below.

~trusty32server-150 106-02-57-00Yynininet-2. 2. 0-150 106-ubuntu-14. 04-server-i386. owf Iﬁ

[B¢:ert Mode ] [ Mext ] [ Cancel ]
. a

Click 1 import
2
" Description Configuration =l
3 Virtual System 1
S &8 Name Mininet-VM 1
2 B Guest 05 Type Ubuntu (32-hit)
[

{3 cpu 1
5 iE rRom 1024 MEB
[

¥ USE Controller

EF Metwork Adapter [¥] Intel PRO/1000 N Server (82545EM) =

[] reinitialize the MAC address of all network cards &]
|Restore Defaults| |  Import | | cancel |

$9AUNIINITAAAIILANAST

le3 Importing virtual disk image ‘mininet-vm-386.vmdk' ... (2/2)

N 4% X

led 2 minutes, 18 seconds remaining

11
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Lﬁaamﬁmﬁ’m%aﬂﬁmmgﬂ Uil virtual machine (VM) lagnasaudide Mininet-vm

8¢ Oracle VM VirtualBox Manager = | B[S

File Machine Help

ﬁ E:;.:}‘ 4 @ = [El Snapshots

Mew Settings Discard  Start

% o o [E General . [ preview i

Mame: Mininet-vM
Operating System:  Ubuntu (32-bit)

Y

m System

D Bldmemmesse 1074 RAD

m

PMNUURD AU virtual machine tadedu TReasRuRuead, 1He991n919in15AnRg
VM siangatin feduliidendl (1) Mininet-VM, (2) setting, (3) network, (4) adapter 2, (5) check 1den

A1 enable network adapter , (6) l@®nA1 Host-only Adapter Way (7) l@anA1 OK

(4)
% (rz) Mininet-VM - Settings |2 i

Ld ws

. ) E General Network K/l
Mew Settings Discard 5t
System ndapterl Adapter 2 | Adapter 3 I Adapter 4 |
Display [¥] Enable Metwork Adapter
Storag ;X Attached to: |Host-only Adapter
b <
(5) Name: [\l'll'tl..la|BO)( Host-Cnly Ethernet Adapter A
IP:‘ Audic
(> Advanced
@ MNetwork
(1) @ Serial Ports s (3)
&P use 7)
|j Shared Folders
E User Interface
\"
[ OK J [ Cancel ] ’ Help

e Adapter 1 1ag default gn set Tty NAT el VM ansnsaiifis interet

Adapter 2 gnset Ju host only interface el program Su‘] LU putty‘ﬁ run v
AONTLAD3959 (host computer) Aaraiu VM %38 virtual machine $a8 SSH (Secure Shell) 1Ju

susuuMsTudstayaseninaclient AU serverlagtayaiinisidnsiadu.
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= v v o .
LMSENAMUNSDU N15IY9U mininet

Tuvgasasienadags VM vanevialildau Tund 8 M vianes, Tden VM @8 Mininet-VM |

91U click 7 start

N# Oracle VM VirtualBox Manager

File Machine Help M
ﬁ {:% g - [ pet

Mew Settings Discard Start

=] General [E] preview

Mame: Mininet-¥M

Operating System:  Ubuntu (32-bit) | _

589UNI1 virtual machine (VM) ag¥nanuasa

'
1 al

wt1ae login szupwiiulidn 1 click weeamune X floguuives uoumyiundnsiu login

oL #1198 Y84 virtual machine
WHUNAT login : mininet, Password: mininet [f
@ Mininet-WM [Running] - Cracle YM VirtuzlBox l = =
| File  Machine View Input Devices [Help]

assword:
ast login: Fri Jan 8 22:23:34 PST 2016 on ttyl
elcome to Ubuntu 14.04 LTS (GHU-Linux 3.13.0-Z4-generic ibB6)

Eininet—um login: mininet

T4eds ifconfie Lﬁ@@ﬂ"l ip address Y99A389 VM flf1 192.168.56.101

mininet@mininet-vm:$ ifconfig ?
r 08:00:27:48:e?:ca

etho Link encap:Ethernet H

inet addr:192.168.56.101 Bcast:192.168.56.255 Mask:255.255.255.0
UP BROADCAST RUNMING MULTICAST MTU:1500 Metric:1

RX packets:1 errors:0 dropped:® overrunz:0 frame:0

TX packet=:1 errors:0 dropped:® overruns:0 carrier:0

collision=:0 txqueuelen:1000

RX bytes:590 (590.0 B) TX bytes:342 (342.0 B)

lo Link encap:Local Loopback
inet addr:127.0.0.1 Mask:255.0.0.0
UP LODPBACK RUNNING MTU:65536 Metric:1
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[

warliRuiA1da sudu dhclient ethl wiefvun ip address WU 1A3os VM anansafinste internet
mininet@mininet-vm:~% sudo dhclient Et':ﬂ.<:\;::::1

(neaansansI9aoUsIer&s mininet@mininet-vm:$ ifconfig)

ENUINATOIVM 71 eth0 T ip address :192.168.56.101 @ufl eth1 fie1 ip address :10.0.2.15

AUBWA W99V virtual machine TN console Ua4 VirtualBox fiaanniiluisnazes wazlily

udnsiall Tne click Aesomuneg — iyuvnuy, widilidanisldanu
Y

Yadang

- 3

n. N1583 execute commands %38 T Adwinnuty azeglugy

mininet@mininet-um:"9 sudo command  (1y§if] command fa A&swing 9 W dhclient,

nano, ovs-ofctl wJumu)

Tufewld sudo Wmthedeseefiasly Wit sudo wuneds user WAldaudede root wag nns
losuansldanugegn
3. pSeangUL command line Sifounnsnsiusail
Mininet> command (#1839 U pingall, sudo mn, iperf #sazldnasialy)
Jurdwide commands ﬁgﬂwﬁmﬁﬂ A8 mininet> 9N run VW mininet console
$ command
Command #ignldtiwithéng $ azgn run 1 VM aelédvsnnsldam user s3sum

# command

Command Mgnldumthaie # 9ggn run 7 VM (virtual machine) nel@ansnislda sudo
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3.1 n15ld mininet U1 VM A28 SSH terminal (W5 dgputty 714 SSH d1115U connection)

muilananlineuninidnnisly mininet U console W4 VirtualBox lnemsaroutaE eI Wy
laignunsaldanu copy-and-paste 1 a1 581319 host computer AU VM, sladutstaglaanu

mininet Uu VM sio9nilluisiagldsng SSH terminal tufeldse putty Tae click 7 putty anagy

e ugUTeEs N1 (1) den session, (2) iuiA IP address ¥a4 VM fig 192.168.56.101,

(3) 1d0n connection WUV SSH (A1 default 9049 port A 22), waz (4) click i Open
(1)

ﬁ PuTTY Cﬂnﬁgyﬂ}lon u
Categony: / / (2)
=~ Sfa-ssinn LS | Basic options for your Fu | T session |
""" Logging Specify the destination you wapt to connect to
[=J- Terminal
- Keyboard Host Mame {or IP addre Port
- Bell 192.168.56.101| L= 2
- Features Connection type:
= Window (T1Raw (O Telnet () Rlogin @ SSH () Seral
g.zﬂea@ﬂﬂe Load, save or delete a stored session &
- Behaviour
.. Tranglation Saved Sessions (3)
- Selection
- Colours .
Default Settings
i [=- Connection band
- Data Save
o
- Telnet Delete
- Rlagin
- 55H (4)
L] . Cari
senal Close window on exit:
() Mways () Never @) Only an exit
[ Open  |[ Cancel




16

agladnmaunsaldau mininet i VM laaugutngans

{1, - S
|=T— mininet@mininet-

login a=s: mininet

mininet@l32.168.56.101"=s password:

Welcome to Ubuntu 14.04 LTS (GHNU/Linux 3.13.0-24-generic i686)
*# Documentation: https:// /help.ubuntu.com/

Last login: Wed Jan & 15:44:29 2016
mininet@mininet-vm:~% I

Huaesenillunisldanulaguu mininet azgnldaurtuvitasilisnizendmsiiunig SSH

terminal (458 191y PUTTY)

3.2 nswseunInRsuraTinluialvu figad1e (Mugnasaiugutieun) dae

Wireshark

n. infia Xming server , click 2 A337 T&3a Xming-6-9-0-31-setup ﬁag"lu directory %8 Intro

SDN&NFV a1ntuvitmisanaslagldan default avida, antudanislda Xming server a1y

[

Tagnsvingad (1) click 7 5U windows, (2) click ﬁg‘u Xming, (3) click ﬁgﬂ, (@) &8 logo 784

Xming Wana31 Yauztl Xming server Mawinueg

i Calculator
’_1 Devices and Printers
ﬂwmscp (4)
(2) Default Programs
Sticky Not =
Help and Support
X | ="
Xming ==
4
B ¥ X
» All Programs

Customize...




9.  N15&8519 SSH terminal

v a v X ' v A4 a ° .
TAUan15T99u putty Aulusl vl #ie desktop, WoLUAN15YI19U (enable) x11 forwarding

TaeyineuTunauaatl: (1) click

B2 PuTTY Configuration

Viﬁmi enable X11 forwarding

i SSH, (2) click 7 X11, (3) check 7 Enable X11 forwarding

17

|l

i Feature: (3)
=1 WWindowe
- Appearance
- Behawiour
- Translation
- Selection
- Colours
=1 Connection

- Diata

‘”l :;;;?
[

(2)

G

i Bell —

—
\

I

| Options contralling SSH X1 1 forwvarding

11 farwarding

Enable X111 forwarding

¥ display location

Femote 11 authentication protocaol

@ MIT-MagicCookis-1 0 D M-Authorization-1

¥ authorty file for local display

[ About ]

[ Dpen ] [ Cancel

nduls (1) Tinddau Awaurdaunrinaeasu, (2) click 7 session , (3) Ay

6 1

VM #e 192.168.56.101 (4) iden SSH 91nthu click open

ﬁ PuTTY Configuraticn

C > ]

Category: /‘/) (2)

- Behawiour
- Translation
- Selection
- Colours
=l Cann

c (1)

m

=- S!E.-ssﬁ:i:( - Basic aptions for your PuTTY session |
L__l TE-"- L_-::-glging Specify the destination you want to connect to

Eir_rnl_::;ibc (3) C\ Host Mame {or IP address) Paort

— Bell \> 192.162.56.101| e

- Features Connection type:
=1- Window

- Appearance

) Raw () Telmet () Rlogin @ SSH () Seral
Load. save or delete a stored session
Saved Sessions (4)

Default Settings

Load

Close window on exdt :

0 Always 0 Mewer @) Only on clean exit

Open ] [ Cancel ]

(5) I§>’[

WA IP address U84
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910U W login : mininet , password: mininet

T AuA mininet@mininet-vm:~$ sudo wireshark & 204U N enter lﬁm’mg‘d%ﬂdé’m

login as: mininet
mininet@l92.168.56.101"'s password:
Welcome to Ubuntu 14.04 LTS (GHNU/Linux 3.13.0-24-generic i68&)

*#* Documentation: https://help.ubuntu.com/
Last login: Wed Jan & 21:27:48 2016
Susr/binsxauth: file /home/mininet/.Xauthority does not exist
mininet@mininet-vm:~% sudo wireshark &

wiinladiden1u Lua: error during loading fAima 19 click ok

-

X

oo

Lua: Errer during loading:
Q [string "fusr/share/wiresharkfinit.lua"]: 46: defile has been disabled due to running Wireshark as superuser. Se=

http:ifwiki. wireshark ora/C aptures etupfC aptureP rivileges for help in running Wireshark as an unprivileged user.

=

e
X ‘ﬁllﬁ mini I"rl':"t@ﬂ"fl nine WI R E s H A R K SJE‘IJ"T'HE‘i'H

login as: minit
mininet@lSZ.16

el to Tha Network Protocol Analyzer e 1686)
* Documentati Loading Lua plugins ...

Last login: Wes

Jusr/bin/xauth ot exist
m1n1net@m1n1ne'

MnuzlavonNURaudnAS Il click ok

‘ X¥ming X w— —— ? g
\ Running as user "root" and group "root".
= § This could be dangerous.

If you're running Wireshark this way in order to parform live capture, you may want to be aware that there is a better way docurnented at
Jusrisharaldociwirashark-cormmen/README D ebian

[[] per't show this message again.

- p—



agle gty W (1) click capture, (2) Geuhduniiclick 7 interface

M The Wireshark Network An

weshark 1.10.6 (v1.10.6 from master-1.10])]

19

Options...
Start

Stop

Restart

Capture Filkers...

File Edit Wiew Go-m istics~Telepheny Tools Internals Help
— — | Interfaces. £ Ctrl+H
(-

Refresh Interfaces

XE aEPE

CtriHK

Ctrl+E

CtriH+E

Ctrl+R

B 5 (v1.10.6 from master-1,10)

THhddoun uaudeuialdannsiain(capture) 112a159 interface NIRBINTT

“Lugﬂv‘f]um“aasmmil,ﬁaﬂ’iﬂﬁ lo (loopback ¥83 VM)

-
‘ M Wireshark: Capture Interfaces

e

:L |:| E' any none 3555 27 =

3 2l 127.0.0.1 1245 18 J
=

F Help | Start Stop 0 ptions | Close |

4. wuzu1 openflow

[
[

OpenFlow Ju protocol finamfsiuneu,Ukuy,nMssuddayanisiousouuuansigiu (open

interface) 5¥1319 SDN controller iU SDN switch &m15UnsAIUANNTYINIUYeY switches, routers,

[
(% ¥ a

WAY access points ﬁagjiwﬂﬂa Mg Flow table VUMELWIAAANNITAIVANNITA®RIY, *ITBNNT

forward data ¥84 SDN switch agaglusngunsalivaniiu uimeuwilvdvessdniifesnisuennisaiugy

nnsaaNY (control plane) we4 switch aananes switch llliesudslayaenufion (data plane)

TagvinaunuFlow table ﬁg_]ﬂﬂizmamaim SDN controller
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5. 19979 Mininet

Tun1sAnwinisienuees OpenFlow dnludesasiinsifoussvesgunsainanayiafiusenauiuiuy
Tulasedne laun virtual hosts, links, waz switches Wudu wag Lesn 19azasalaseaiy Alilaly
9UNT0ia34 usitsld simulation software %o Mininet gninaesaae VirtualBox ¥1uUY Laptop LA3e4

Wea Tuill Mininet a@d1elassineiaiiouniusenauniy virtual links, virtual hosts, virtual openflow

switches.
Controller
C
OpenFlow port 6633 o
. AM NITNIWNIULBN
Tutorial: - o
. openflow
3hosts-1switch (127.0.0.1) <:I b
topology fnel wireshark
OpenFlow 127.0.0.1:6634
S 1 Switch
T dpetl
(user-space
process)
51-2th s1teth1 s1-mth2
h1-eth0 virtual h2-eth0
£ ethernet

h1 pairs

10.0.0.1
virtual hosts

mininet@mininet-vm:~$ sudo mn help Uaﬂ'gULLUUﬂ’l'ﬂ%’ﬂ’luﬁﬁﬁd mn

Tumsfinwrveasiazasilassiieiaiouniusznoumie 3 virtual hosts, 1 OpenFlow switch, 1

OpenFlow controller fagUlunthiua Msannsaasielasadieiaiiont] K1uneSSH terminal

' (%
o v w A

PIUANEIRIL:

mininet@mininet-vm:~£ sudo mn —--topo=single,3 —--mac —--switch=ovsk --controller=remcte
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[

a5UNENSIEAAY TuwpasdIugaes il

sudo mn SulEU Mininet wag N5 run Mininet #8414 sudo Wisld@nSuas root

- - topo single, 3 Uan mininet 11 TSNS TBNAD (topology)uas switch WUU single Wse Wu

e Tne switch WWoudoluss 3 virtual hosts

- - mac Uan Mininet Tmuus waagvirtual host 111 mac address ASe9A1AUNY LALATINUNY

IP address Uadufiaz virtual host Lo
- - switch ovsk 1% Open vSwitch Tu kernel mode w84 switch

- - controller remote tJun15UsN Mininet 11 OpenFlow switches usiagd agAnsaiu SDN

controller fiagn1gusn Mininet L . 2.
139118918890 NA319TUAE mininet

dsligniansiariu controller

Nan1sgAastnsuulAnanadl

*&% Creating network
#%% Adding controller

Unable to contact the remote controller at 127.0.0.1:6633
#*&% Adding hosts:

hl h2 h3
#&#% Adding switches:
=1

#%% Adding links:

(hl, =1} (h2, =1) (h3, =1)
#%% Configuring hosts

hl h2 h3

#%% Starting controller
cO

#%% Starting 1 switches
51

*#%% Starting CLI:

maniner> <:| 199983 SSH terminal M3usuMY mininet> 1380

Mininet console
5.1 AdUa9AUVaY Mininet

\Weannisagldau Mininet lunisvaaesiiludulvg Fsduindulssloninasioudmasldau

LNV Mininet Waamﬂiiﬁ\iﬁ, Iﬂ&lﬁﬁwhm%gn run Y Mininet console



A318N15U849 nodes Ngnasedu, T nodes

mininet> nodes
available nodes are:
cO hl h2 h3 =1

CO => OpenFlow controller
h1, h2, h3 => virtual host1, virtual host2, virtual host3

s1=> virtual OpenFlow switch

- @ ensveids tanwnsldeuls | 19aas help
mininet> help

Documented commands (type help <topic):

ECF gterm iperfudp nodes pingpair oy switch
dpctl help link noecho pingpairfull guit time
dunp intf=s links= pingall ports =h b4

exit iperf mnet pingallfull px source Xterm

You may also send a command to a node using:
<node> command {args}:

For example:
mininet> hl ifconfig

The interpreter auntomatically substitutes IP addresses
for node names when a node is the first arg, =so commands
like

mininet> h2 ping h3
should work.

Some character—oriented interactive commands reguire
noecho:
mininet> noecho h2 vi foo.py
However, starting up an =Zterm/gterm is generally better:
mininet> xterm hZ

mininet>

'
Y 1

- 9n1T run MERAEIN node, T9ilde node TintinAnds fegnenshy Wy Aaen1snsu IP

address U84 virtual host 1, Iﬂ%ﬁﬂgﬂ h1 ifconfig
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mininet> hl ifconfig
hl-eth0 Link encap:Ethernet HWaddr 00:00:00:00:00:01
inet addr:10.0.0.1 Beast:10.255.255.255 Mask:255.0.0.0
ineté addr: fe80::200:ff:fe00:1/64 Scope:Link
UF BROADCAST RUNNING MULTICAST MIU:1500 Metric:1
EX packets:0 errors:0 dropped:0 overruns:0 frame:0
TX packets:9 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
E¥ bytes:0 (0.0 B) TX bytes:738 (73B2.0 B)

1o Link encap:Local Loopback
inet addr:127.0.0.1 Mask:255.0.0.0
ineté addr: ::1/128 Scope:Host
UF LCOPBACE RUNNHNING MIU:65536 Metric:l
EX packets:0 errors:0 dropped:0 overruns:0 frame:0
TX packets:0 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuselen: O
EX byte=z:0 (0.0 B) TX byte=z:0 (0.0 B)

- ImaasnbAlgluunansal 1989n1S run MAAMBU NUvirtual host BASIAMIVBUNNTDI T

output L51@NIALEAE xterm AU virtual host LABINIONINNIT LU xterm h1 h2

(nenould A& xterm Ul SSH terminal azAasvingude 3.2 n. WANISW9IU Xming server,

warde 3.2 v. N15a319 SSH terminal #ifin1s Enable X11 forwarding)

mininet> Xterm hl hZ

lenanugutneanseie d nthae Usingiuan 2 wihae (51deue hi h2) iivelisildmdaun

virtual host @ h1 kag h2 Ialaenss wazrinaeneaddisenin xterm terminal

F

% "Node: " = Noge e
§ i i /\
rootBnininet-w"¥ ifconfi
root@mininep-um:”# ifconfig h2-ethd  Link encap:Ethernet Hitadde 00300300:00+00:02
hl-ethd)  Lirk encapsEthernef]”Hegddr 00300:00200300:00 inet, addr10,0,0,2 Beast 20,255, 55,255  Mask:295,0,0,0
ingt addrs10,0,0,1 Boastel0, 255,255,850 Hasks:255,0,0,0 ineth addr FeBls:200:FF2e0012/84 SoopetLink
ineth addry fedl; :200:FF:Fe0;1/64 SoopesLink P BROADCAST RUNNING HULTICRST HTUs100 Metricsl
[P BROADCAST RUNNING HULTICAST HTU1500 Metricil i packetg:ﬂ errarstl drgppgd:ﬂ overrunzt0 frangt0
R packeta:0 errars:) dropped:0 overruns:) frane;( TH packets:d errors:) drapeed:d overrunes) carriers)
T packets:3 erroratl) dropped:0 overrunat0 carrier:( col lisions:0 txqueuelens 000
collisions:) txqueuelen; 1000 R butess0 (0,0 B) TH bytes:728 (738,0 B)
B butes:0 (0,0 B) TH bytes:738 (738,0 B)
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PMNAIDYNLIINOINITNIIU IP address ¥09 hiaz h2 lngldmds ifconfig , n1sisenleay
W198v84 hi, h2 azgnisenld lag click 71 JUves Xming server, lunitlviausatanisldau

Yotae hl wag h2 e Wesanmddiulugisnagldniu Mininet console

- Tuvess 6 Mininet vaulignsias wazdludes restart, luduusnlivinu eanainnisld
Mininet (Taen5l4 exit command %38 control-D) kagngN8NuaUanIULLALNISUTEUIANARIE

ASAEs sudo mn —c

mininet@mininet-vm:~$% sudo mn -c <:;::::]
##% Removing excess controllers/ofpYotocols/ofdatapaths/pings/noxes

killall controller ofprotocol ofdatapath ping nox core lt-nox core ovs-openflowd

ovs-controller udpbwtest mnexec ivs 2> Sfdev/null

killall -9 controller ofprotocol ofdatapath ping nox core lt-nox core ovs-openfl

owd ovs-controller udpbwtest mnexec ivs 2> fdev/null
pkill -9 -f "sudo mnexec”

#%#% Removing junk from /tmp

rm —-f /tmp/vconn® Jtmp/vlogs* /ftmp/*.out Sftmp/*.log
#%% Removing old X11 tunnels

#&%% Removing excess kernel datapaths

ps ax | egrep -o 'dp[0-3]+"' | sed 's/dp/ml:/’
#&%% HRemoving OVS datapathsovs-vsctl —--timeout=1 list-br
ovs-va3ctl —--timeout=1 list-br

#%% RBemoving all links of the pattern foo-ethX

ip link show | egrep -o '([-—_.[:aloum:]]+-eth[[:digitc:]]+)"
#%% Killing =stale mininet node processes

pkill -9 -f mininet:

#%% Shutting down stale tunnels

pkill -5 -f Tunnel=Ethernet

pkill -3 -f .ssh/mn

rm -f ~/.=sh/mn/*

%% Cleanup complete.

6. 729819 N151Y ovs-ofctl

(vonsdisuazilisndins Wansldeu Mininet vy VM e putty B SSH egvilaiiinge &ainis

run A& sudo mn -topo=single,3 --mac —switch=ovsk —controller=remote l4a1uagnaludas)

ovs-ofctl 1Uu Ads Asrueanuazandmsuds (configure) 158 Open vSwitch iaumufifeInTs
A ] . 1 Y] L% . ] d'
W38 @0UNIN @01UrN15YNNUYeY Open vSwitch wawliu @11sadalvi Open vswitchyina umud
foin1slag dwrinudeyalufinisnanisviiaiu wse flow table 983 Open Vswitch uBN2INTLTIENUT

Aastl (ovs-ofctl) Husglenilasamizienlimdaunnses (debugging) laumsn  @n1uzved switch

A o

port (4849 interface), flow state, flow counters, wag lunsvaaesnazlananseliislgmdiinods

Open vswitch TAvaumuseIn1suude g Inenisiiy flow meadifiazussin
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asramthaelnid1niunislgau Mininet Uy VM @98 putty W1 SSH (1u€a3.1) kag run AIE9 ovs-

oy
v

ofctl show s1 disll:  (fadl sudo twitifda ovs-ofctl fiazuu alilasuoygynlildraal)

\ldFnds ovs-ofctl show s1 Alfiegan1uzaed port 483 Open vswitch %3 Ao S1 Lo Mg

@519928ANEe sudo mn --topo single,3 --mac --switch ovsk --controller remote

mininet@mininet—-vm:~% sudo ovs-—-ofctl show =1

OFFT_FEATURES REPLY (xid=0x2): dpid:0000000000000001

n tables:254, n buffers:256

capabilities: FLOW_STATS TABLE STATS PORT_STATS QUEUE STATS ARF MATCH IF
actions: OUIPUT SET WVLAN VID SET WVLAN PCP STRIP VLAN SET DL SRC SET DL DST
SET _NW_SRC SET NW _DST SET NWW_TOS5 SET_TF SRC SET_TF DST ENQUEUE

l{=l—-ethl): addr:ca:%b:el:6l:8e:7f

config: 8]
state: 4]
current : 10GE—-FD COPPER

speed: 10000 Mbps now, 0 Mbps max
2{zl-eth?): addr:36:4e:3e:4b:24:39

config: 4]
=tate: 8]
current: 10GB—-FDr COPPER

speed: 10000 Mbp=s now, 0 Mbp=s max
3 (sl-eth3): addr:ct:aS:cf:la:e9:f4

config: a
state: 4]
current: 10GEB—-FD COPFPER

speed: 10000 Mbps now, 0 Mbps max
LOCATL.(=1): addr:e6:73:69:ed:ae:ae
config: PORT _DOWH
state: LINE_DOWN
speed: 0 Mbps now, 0 Mbps max
OFPT_GET CONFIG_REPLY (=id=0=x4%): frags=normal miss_send len=0

Inefds show azilounaluds switch way uamsaauw(state) Wes port 89 switch (s1),hagen

amsauz(capabilities)'ﬁlusmaa switch (s1)

masntUsylevudnAdsfe ovs-ofctl dump-flows s1 (foedl sudo WA ovs-ofctl faziu qg

Y
o o

Lilasvoyaalvldeasil)

mininet@mininet-vm:~% sudo ovs-ofctl dump-flows sl <:::::j
HX5T FLOW reply (xid=0x4):

option fisld Ao dumnp-flows ﬁl,ﬁaéfaqms@ﬁﬂu flow-table v83 Open Vswitch S1 Tufiil léelu

flow-table 11981 Nethvilaaannisnealala &3l controller ¥inanuLae

' (%

NUBWA: .NIAIIEUaUL, ovs-ofctl fasta Open vSwitch agneluvevm fatiunIsRnfanay
13%0 S1 19, wilunsalisnazdnsiaiuinTos OpenFlow Switch 713l hardware 334 wagiaawinaueg

v
v A

LAZLTIABINITNI VAL VDY OpenFlow Switch Aanamudazldmdssail:
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$ ovs-ofctl dump-flows tcp : {IP address} : {port}
19y {IP address} Ao IP address 984 interface i management Y84 switch wag {port}

fazidu listening/management port U84 OpenFlow it passive

6.1 NAHBUAIES Ping

LU# Mininet console Msnalinnisldauey uaslinaaadld Ade ping 10 h1 Ty h2 danud

Mininet console aglagadl:

mininet> hl ping -c3 hZ
PING 10.0.0.

2 (10.0.0.2) 56(84) bytes of data.
From 10.0.0.1 icmp seg=1 Destination Host Unreachable
From 10.0.0.1 icmp seg=2Z Destination Host Unreachable
From 10.0.0.1 icmp seq=3 Destination Host Unreachable

-——— 10.0.0.2 ping statistics --—-

3 packets transmitted, 0 received, +3 errors, 100% packet loss, time 2000ms
pipe 3

mininet>

dunadn ¥aves host h2 gaunume IP address 10.0.0.2 o8198nluiiR Lo run A ping Tu Mininet
console

' (%
[ [ a |

A1y N5I9AES ping ASYE h1 fiese h2 lauseld 2 vinlu ?

auiivinulavsruneuninindidn flow table 483 switch s1 319uUan, uenainil switch s1 Adalyleign
Wousialuga controller laq fatiu switch s1 sdalsizinadewiesls wWiedl doyaitands switch s134

o 4 . 5 4:’1’ 1 0o @
il n3ping Asstllduszauaudsa

T 1Y ovs-ofctl ilaRnd sy flow VU switch S1 f9duslscommand-line, 1 SSH terminal

' ¥
[ Y

Tgedsnadl:

|mininet@mininet—vm:~5 sudo ovs—ofctl add-flow =21 in port=l,action=cutput:2
Imininet@mininet—vm:~5 sudo ovs-ofctl add-flow =1 in port=2,action=output:1l

memsldadainauu asvenly switch vinsdsiu (forward) oyaiidunig port 1 wieenlunig
port 2 waglwieaduiuded Jayaid1unye port 2w switch Avzwioanluma port 1,

1318 NGIUANUYNFBINTTYIIUVE flow-table Va4 switch s1 tolagldrasmatl:
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mininet@mininet-vm:~§ sudo ovs-ofctl dump-flows sl

NXST FLOW reply (xid=0x4):

cookie=0x0, duration=619.451s, table=0, n packets=0, n bytes=0, idle age=613, in port=1 actions=output:2
cookie=0x0, duration=075.683s, table=0, n packets=0, n bytes=0, idle age=573, in port=2 actions=output:l

v '
v

U7l Mininet console (SSH terminal) wazlvimaaadld f1da ping 910 h1 TUSs h2 Snasa fatud

Y
v A

Mininet console aglanatl

mininet> hl ping -c3 h2

PFING 10.0.0.2 (10.0.0.2) 56(84) bytes of data.

64 bytes from 10.0.0.2: icmp seg=l ttl=64 time=1.50 ms
64 bytes from 10.0.0.2: icmp seg=2 ttl=64 time=0.052 ms
64 bytes from 10.0.0.2: icmp seg=3 ttl=64 time=0.0%1 ms

-——— 10.0.0.2 ping statistics --——
3 packetz transmitted, 3 received, 0% packet loss, time 2004m=
rtt min/avg/max/mdev = 0.091/0.696/1.%905/0.854 ms

(%
Y o U a 1

A3 N51TANES ping ASI h1 fiere h2 lawsell ?

Tinsivaeu flow-table 8nA3s wazgeratd dmsuluusasussvinves flow, wazAwaridulusaud

Mumenislivielil Ingedonisping
nuuleanain Mininet lmenisldaaa

mininet> exit

MnUUldA1AS restart Mininet

|mininet@mininet—vm:~5 sudo mn -c

Wunisenannisadne lasanednass

7. Wan1sl¥a1u Controller wag 14 Wireshark g 91a135n3udsludaeizanisinauvas controller.

Tinsilanistdauues wireshark 10evineude 3.2 91999 N wagw, NUUA Wireshark Tnsaiiges
104 filter Inensfinn of ({WusdeveiOpenFlow) nuluguiiieginiansiildauauves OpenFlow 7

SUdssEnIng controller AU switch
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F - - - - -
M The Wireshark Network Analyzer [Wireshark 110.6 (v1.10.6 from master-1.10)] = | = |

File Edit Wiew Go Capture Analyze Statistics Telephony Tools Internals Help

/7
© © 4 4| e %@\“gﬁd¢?{é\ .

oﬂ u - | Expression... Clear “pplc  Save

Filter:

911U click 1 apply augUtauuieyinng fitter Yansigniuiinyiaviug

PMNUUIAINTD 3.2 U Lieinvllnt1a1s9 interface lo, lagly Wdl@end capture, interface, 901U

[y

399 interface lo YumAavet Wireshark AMa9m5393U178@157 interface lo 189 VM

Ti5u n15v1197199849 controller 8819418 A28ANES controller ptcp:6633 & 71 SSH terminal ,

mininet@mininet-vm:~% controller ptcp:6633 &
[2] 6132

unng &slo openflow controller ¥i13a1u i port 6633 , ip=127.0.0.1,
Q?%’I% mininet@mininet-vm:~$ controller —-help , ptcp 14 passive openflow connection

ntulraselasigdaesiineai1alal (openflow switch 1 @3, virtual hosts 3¢, wag controller )
AILAIEY sudo mn —topo=single,3 —mac —switch=ovsk —controller=remote , &unAILATIAI

aenignasavutiy aunsalausaniu controller l0id5a (Adding controller)

mininet@mininet-vm:~% sudo mn --topo=single,3 --mac —--switch=ovsk --controller=remote
*%% Creating network

&% Adding cuntruller((t::::]
*&% Adding hosts:

hl h2 h3

*%% Adding switches:

=1

®#%% Adding links:

{hl1, =1} (hZ, =1) (h3, =1)

*%% Configuring hosts

hl h2 h3

*%% Starting controller

1]

*%% Srarting 1 switches

=1 ...

*%% Starting CLI:

mininet>

Tneilddoaiy flow nsviraulagasuu flow-table w93 switch Tude 6. (AawA1d sudo ovs-ofctl

add-flow sl in_port=1, action=output:2) 1EL3198 LY ﬂejwuawmmsﬁl,l,amim Wireshark LA

(9

o] (eunainnisldsds $ controller ptcp:6633 & )
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4 Capturing from Loopback: lo  [Wireshark 1106 (v1.10.6 from master-1.10)] =B | S

File Edit “iew So Capture Analyze Statistics Telephony Tools Internals Help

® © m | X &8|a <« F & B -
of Ll Expression... Clear Save

Fitter:

Frame 1125: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface @

[

[ Ethernet II, Src: ©0:00: 00 _00:00:00 (09:00:00: 00: 00:00), Dst: 00:00: 90_00: 00: 00 (00: 00:00: 00: 08: 00

| Internet Protocol Version 4, Src: 127.8.0.1 (127.0.8.1), Dst: 127.8.8.1 (127.0.0.1)

[* Transmission Contrel Protecol, Src Port: 47169 (47169), Dst Port: 6633 (6633), Seq: 1, Ack: 1, Len: 8
[> OpenFlow

ARG \20 00 00 @2 00 @0 00 00 00 00 @@ 00 08 00 45 @ ... ... L., E.
0010\ O 3c cc 7O 40 00 40 06 &f 8% Ff 00 09 @1 Ff @8 C=p@. @ oLl
0020 \ 20 01 bg 41 19 3 5f 63 dl 01 07 22 @1 c7 80 18 B T S

0030 00 56 fe 30 00 00 01 01 OB 0a 00 06 1d 6= 00 06 [P IO T
0040 1d e 01 09 00 08 00 00 00 01 B T

F17815089 OpenFlow 7i5Udsszning controller fU switch 13uaNMswaniUaeusnias Hello , an
A28 Feature request, Feature reply, set config, echo request Waz echo reply laen1s click ﬁg‘d
aumden 1t OpenFlow Aazuanisgaziduniilagieyavediusnedly OpenFlow Liiafs
sy

- 1 @¥ansves OpenFlow 9nN5LEANES Ping,

neudufves filter ¥89 Wireshark 151aznsoiteldln Wireshark wamstn1aans OpenFlow Tiluxiln
of echo_request uaz of echo replay @uduiniansues OpenFlow 7ildnsinaaunisiiegsening
controller uag switch) lneiunannaluliaslutosves filter

(of and not (of10.echo _request.type or of10.echo_reply.type)

= [E |

File Edit Wiew Go Capture Analyze Statistics Telephony Tools Internmals Help

® @ m X8| %e @--ﬁ&\ X

of and net (ofl0.echo_request type or ofl0.echo_rephytype) LK - | Expression... Clear Save

Filter:

nUUliauA1f199 Ul ARP table 994 host hluaz h2 (arp table usnA1 MAC address 94 host

Uanemnawavuenineg interface ) lngldfnds 91 Mininet consoledisil:
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mininet> hl ip -5 -3 neigh flush all

mininet> h2 ip -2 -2 neigh flush all

[

Taends ping Iae ping 21n h1 11 h2 2w 1 Ay, 1neyingl Mininet console #i4dl
mininet> hl ping -cl h2

PING 10.0.0.2 (10.0.0.2) 56(84) bytes of data.
64 bytes from 10.0.0.2: icmp segq=l ttl=64 time=2.15 m=

A0

1%
[

WUARIN A5 ping ASSE 91 host h1 U host h2 vl Faping d15a ?

wazllold Wireshark ms79dufaglsd OpenFlow wflasinge 1Wu of packet in , of packet out,

of flow add \usiu mugudneans

File Edit Wiew Go Capture Analyze Statistics Telepheny Tools Internals Help

©© a m & | X@lae«wF2El -

Filter:

of and not (ofl0.echo_request.type or ofl0.echo_reply.typel - | Expression... Clear Save

|

No. Time Source Destination | Pr'otoco'l Lengtl | Info

169572 5387. 239793¢ 00: 09: 08_08: 80: 01 Eroadcast OF 1.8 126 of_packet_in
127.9. 0.1 . of _packet_out
189575 249292 0D: 00: 00_00: 00: 02 06 98: 00_09: 90: 01 . of _packet_in
5387. 240406¢ 127.0. 0.1 . of _flow_add

109577 240967 . of _packet_in
5387. 241113¢ ; ; . of _flow_add

AAY

1. Wl wireshark Jauazar1eg1vaziden \fia1131 ARP_request, ARP reply agjﬁ packet lsu
( wug @Jﬁ of packet in,)

2. @3 Openflow Controller &3 switch S1 ¥191u Al controller #osnseEfil packet iy

( wug Q‘ﬁ of packet_add, )

1990370 mininet A8 exit kaziun1sentanN15a319 1As9U831a99@28 sudo mn —c
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8. nsadralassneaiioudaeMininet A4 GUI (Graphical User Interface)

Tunidalute 5. s laadlassdeiaiiou AUsznouse 3 virtual hosts, 1 OpenFlow switch, 1

OpenFlow controller W1UNISSH terminal Frafd:

mininet@mininet—vm:~% sudo mn --topo single,3 --mac —--switch ovsk —--controller remote

Tuwaiy Tuniisiavasralassnemennuy @ulude 5 115ty Mininet vt 14) wild GUI |, Tagfisiay

fowinlude 3.2n.AefnfaXming serveruazyinlude 3.29 Aon1s enable X11 forward Ul ssh terminal,

'
[

Fawudl SSH terminal (7l enable X11 forwarding) lrifissiendasai:

mininet@mininet-vm:~% sudo ~/mininet/examples/minieditc.py

wazazldmugutinednamiaeinada), aindu Tsuden gunanifisfesnisade Aloshddeuind
sU s1 9niuli click adluizuves switch s1 (1), 9ty Mishddewniiniiae fuitiemnamie wé
click adlu fagléigy switch s1 Usingiuan(@), viluvhusaifieniull fugunsalduq (host hihost
h2,host h3, controller cO)auAsung, iy THid an click @ tink (3), anifu ausAgesnisadns
link 5¥w3n3 S1 /U h1 Alowshdan click 71 s1 Tasnauhdmaly whainihduni hi uduadesnisnat
voudhd (4) Azl link deudoszwring S1 /U h1 vhuudaundildadns tink asusmagudeans

. .
X Minikdit = | B |

File Edit Run Help

Host

Switch

Link ’T e

Controller

El
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N5 MiniEdit GUI lieasslasstnenusznauniy Switch, Host, wag controller agdin1s configure A

preference LA , Iae click 91 edit a2 click 91 preference

"X MiniEdit

File Edit | Run Help

Cut

Preferences

L

awlanugudneans, 1 click iien Start CLI we Click OK, mugy

X Preferences ﬁ
c IP Base: |10.0.0.0/g] | [sFlow Profile for Open vSwitch———————————
Default Terminal: xterm — Target:|
Start CLI: v sampling: 400
. . Header: |128
I Default Switch: Open vSwitch Kernel Mode — |

Polling: |30
Open vSwitch
~MNetFlow Profile for Open vSwitch

OpenFlow 1.0: W

OpenFlow 1.1: [ . TEFQEt'|
= OpenFlow 1.2; I Active Timeout: |E-DG
OpenFlow 1.3: [ ~ Add 1D to Interface: [

dpctl port:
0K ‘ Cancel |

TH&WlUN controller uaannaindA1ald WadeuLTN properties WaUase

Controller Options

LB 99309 MiniEdit azgnaouetl click lUN Xming server fagls wii1ae MiniEdit
T Y Y

—_—
o —




33

\den controller type \Ju remote controller, antu click # OK

c:

HX Controller Details @1
3 Name:|c0 /(

Controller Port: (6633
Controller Type: Remote Controller

Protocol: TCP — |

Remote/In-Band Controller
’7IP Address: [127.0.0.1 /

OK ﬁ Cancel |

A

7
x Save the topolegy as..

Directory:  fhome/mininet

=
-|

loxigen
mininet
oflops
oftest

.cache pox
.wireshark [£] testwichean1l.mn

openflow A
N

|

File name: |test1| —

Files of type:  Mininet Topology (*.mn)

a1 Tilase9neMs1as19uun ¥nau

Tdau wihdun niaunu clickil RUN 1@au wndasunnsauiu click 9 run 8nas

-
C

Show OWS Summary

Root Terminal

Ul Wanthae SSH terminal (16dhd lun sUvedouriu 2 1n309 fimenu bardvaniiieidenae

SSH terminal 915015 run Mininet) aglautinas Mininet console m’mg’d
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HOTE: PLEASE REMEMEER TC EXIT THE CLI BEFCRE YOU PRESS THE STOP BUTT
ting will prevent MiniEdit from guitting and will prevent you from st
network again during thi= sessoin.

#%% Starting CLI:
mininet>

18994zl 71 OpenFlow Switch slailagensoluds controller sy 61 ping 970 h1 TUSs h2 d1uau

&z

1 53 Msping Tuasall Magliidnsa Wiesnn switch S1 lifimgyieddlsdled deyaidund switch S1

mininet> hl ping -cl h2
PING 10.0.0.2 (10.0.0.2) 5&6(84) bytes of data.
From 10.0.0.1 icmp seg=l1 Destination Host Unreachable

[

Tudusieluay adauunAniiuguues software-defined networking (SDN) 4 SDN controller ¥ POX

POX controller ﬁl'ﬂﬁ switch S1%191u 1y Hub

Toeldiddadisdl 7 SSH terminal (Jawihae putty i)

|mininet@mininet—vm:~5 sudo ~/pox/pox.py forwarding.hub

WWunisuan POX sdn controller ¥i191u ol switch S1 vi191u Wy hub, ag19lsAniu switch 819
ldhadnag aweusialuga controller uaglvinpgaunda switch S1 1wewfu controller Ingntaavas

POX U3 SSH terminal aguanenissy

POX 0.2.0 (carp) / Copyright 2011-2013 James McCauley, =t al.
INFO: forwarding.hub:Hub running.

INFO:core:POX 0.2.0 (carp) i=s up.

INFO:openflow.of 01: [Hone 1] closed

INFO:openflow.of 01:[00-00-00-00-00-01 2] connected

INFO: forwarding.hub:Hubifyving 00-00-00-00-00-01 Zﬁ;:::l

ASIVFHBUNM IS switch s1 (@nastivinudiaiidu hub) dae tcpdump

13198MTI9ADUIN host wiazianunsa ping fefuuaziuld, lae host nndvzueuiu Yiasyie
WU F9RAan15v9uvee hub, Tufitlis1azasna terminal U89 host kaaL@IFIEANEINA mininet

console ANNTN9AN91

|mininet> Xterm hl h2 h3



35

1ud¥lun 3U Xming Server 7 tool bar us1ina19gATas windows wiau click LUA1 host usiag s

WAzARlANS 3 111199849 host waRINaNIaUiURUTY

-

x "Node: h1” x "Mode: h2” b
rootBnininet—vm:# [] root@Bmininet-vm:*# []
A “Node: h3" = | 5
rootBmininet-wmi™4 [
|l

fintiveves host h2, s #tcpdump
fintiveves host h3, 14A1ds #tcpdump

finieeves host h1, Téds #ping —c1 10.0.0.2

'
o o

&3 ping azgnaaluds controller , N13evinlyt A3 ping Aana1gn flood Ao gnaseanyn port ves

switch leiun port 2, 3 usazligndsen port 1 Fadde ping gnaaud umie port 9 1519zupL

Y17815U0INI ARP wae ICMP packets sigafiuil asUsingnioufiuuumntinaevas host h2, host h3

[
v A

Napnnaesiumds ping Msld sutilunisuanin1sieuees hub Wude hub azds packets eanluds

ynport Y83 hub &nL3u port 11 hub 1A5U packet 1131

X Noders
root@mininet-wm:™# ping -cl 10,0,0,2

PIMG 10,0,0,2 (10,0,0,2) 55(84) bytes of data,

G4 butes from 10,0.0.2: icmp_seg=l ttl=64 time=16.5 mz

-—— 10,0.0,2 ping statistics —-
1 packets transmitted, 1 received, O packet lozz, time Omz
rtt @infaugfmaxfmdeu = 15,535{15+53§f15,535fﬂ,000 [t



x "Mode: h2"
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. S

rootimininet-wm:™# tocpdump —xx -n —i hZ-eth
topdump? werbose output suppressed, use —v ar —ww for full protocol decode

listening on hZ-

17141133, BEEREL
h B4
0000 3
L0
Q0020
(O30
Q00404
(050
0060
17141133, 666741
E4
Cr (000
Q0010
(200
Q0020
400
Q0050
(0G0
17141133, 649208
Cr (000
Q00108
(200
17141:38,643225
Cr (000
Q00103
(200

x "Mode: h3™

ethl, link-type EMLOME (Ethernet), capture size B9535 bytes
IP 10,0,0,1 > 10,0,0,2¢ ICHP echo request, id 2411, =eq 1, lenagt

267b £d39 c35h Fa27 TObE 3fde 0800 4500
0054 Joad 4000 4001 F3F3 0a00 0001 (0z00
0002 0300 3f42 096b 0001 4dab 9556 b
0300 0303 0a0b OcOd 0e0f 1011 1213 1415
1617 1819 1alb 1cid 1edf 2021 2225 2420
2627 2823 2alb 2c2d 2elf 3031 2233 3435
IRET7

IP 10,0,0,2 > 10,0,0,1: ICHP echo reply, id 2411, seq 1. length

a2 TOb3 3fde 267b
0004 efd2 0000 4001
ool Q000 5742 036k
0300 0303 0a0b 0c0d
1617 1813 1alb 1cid
227 2829 2aZb 2cld

cd33 c355 0300 4500
FEdd 0200 0002 0z00
000l 4dab 9556 F7bc
De0f 1011 1213 1415
ledf 2021 2223 2425
2e2f 2021 3223 2430

3637

ARP, Request who-has
267b cdB9 c30h Faz?
0BO0 OB0d 0001 FaZ¥ FOb3 3fde 0a00 0001

QGG QORG QOO0 Q00 (02

ARP, Reply 10,0,0,2 is-at 26:7b:cd:89:c3:05, length 28
7a2? 70b3 3fde 267b odB9 o355 0806 OO0l

0E00 0604 0002 267b odB9 o3RG 0a00 (002

7a2? 70b3 3fde 0al0 o001

. S

10,0,0,2 tell 10,0,0,1, length 28
0b3 3fde 0306 0001

rootEmininet—wm:™# topdump —xx -n -1 h3-ethi
topdump: werbose output suppressed, use —v or —ww for full protocol decode
listening on h3-ethl, lirk-type EM1OME (Ethernet), capture size B5535 bytes

17141133, 66EEYY
h B4
Cr (000
0010y
(200
(020
400
0050y
(0G0
17141133, 669220
64
(000
L0
(020
(O30
0040y
(050
(e (0B0
17:1411358,643204
(000
L0
(020
171411358,650248
(000
L0
(020

IP 10,0,0,1 > 10,0,0,2: ICHP echo request, id 2411, seq 1, lengt

267b cdB9 300 Va7 FObI 3fde 0800 4500
0054 S9cad 4000 4001 85F9 Qa0 0001 (a0
002 0800 S9Fd2 096b 0001 4dab 9BBE Fibc
900 08058 Gatb Ocod et 1011 1213 1415
1617 18159 1alb 1cld 1elf 2021 2223 2424
2B2T 2829 Zalb 2c2d Zel2f 3031 3233 3430
3637

IF do,0,0,2 > 10,0,0,1: ICHP echo reply, id 2411, seq 1. length
Ta2? T0b3 3fde 2B67b cdB9 o300 0800 4500

0054 efd? Q000 4001 FEdd Qal) 0002 (a0

o0l o000 a7d2 096b 0001 4dab 9BBE Fibc

(900 08058 Ga0b Ocod et 1011 1213 1415

1617 1815 1alb 1cdd 1elf 2021 2223 2424

2B2T 2829 Zalb Zoc2d ZelZf 3031 3233 3430

3637

ARF. Request who-has 10,0,0,2 tell 10,0,0,1, length 28

267b cdBS o300 FaZV YObE 3fde 0805 (001

0a00 004 OO0l FaZi FObI 3fde Dali (001

QG QOO0 QOGN Gzt OO

ARP, Reply 10,0,0,2 iz-at 26:7bicdiB83:c3:05, length 23

Ta2? T0b3 3fde 2B67b cdB9 c30h 0805 (001

0a00 004 0002 267b cdB9 o3Rh 0aln (002

Ta2? T0b3 3fde 0aln) Oo0L
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Y

mininet> pingall

#%% Ping: testing ping reachability
hl -> h2 h3

h2 -> hl h3

h3 -> hl h2

###% Results: 0% dropped (6/6 receiwved)

g iperf ionadeUaNssauLN1TEITRYAYR switch sl

mininet> iperf Zﬁ;

#%% Tperf:

testing TCP bandwidth between hZ2 and hl
##%#% Results: ['1.49 Ghits/sec', '1.49 Ghits/sec'] <:::::]
meluagls POX controller ¥wiinilu Layer 2 learning switch Inesnidunisead:

90 IneeiAnves POX controller vty Hub mugutneas

PO¥ 0.2.0 (carp) / Copyright 2011-2013 James McCauley,
DEEUG:core:P0OX 0.2.0 (carp) going up...

DEBUG: core:RBunning on CPython

(2.7.6/Mar 22 2014 22:59:38)
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DEBUG: core:Platform is Linux-3.13.0-Z4-generic-i686—with-Ubuntu-14.04-trusty
INFO:core:POX 0.2.0 (carp) i=s up.

DEEUG:openflow.of O0l:Listening on 0.0.0.0:6633
INFO:openflow.of 01:[00-00-00-00-00-01 1] connected

DEEUG:mi=sc.of tutorial:Controlling [00-00-00-00-00-01 1)

ToAuA ctrl + C

rlaminvenugudnsEng

INFO:openflow.of 01:[00-00-00-00-00-01 1] connected

“CINFO:core:Going down...
INFO:openflow.of 01:[00-00-00-00-00-01 1] disconnected

INFO:core:Down.
mininet@mininet-vm:~%

DEEUG:misc.Df_tutnrial:CDizgfiffﬁg [00-00-00-00-00-01 1]

POX sdn controller &s19% switch S1 1192w 1y Layer 2 learning switch

[

1Intae putty AleeldAdsnaid 91 SSH terminal

mininet@mininet-vm:~% sudo ~/pox/pox.py forwarding.l2 learning
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ae9lsAnu switch 913ldandnag wieliousialuda controller uarlvinesaunit switch S1 Weaury

controller lngt199¥84 POX UU38 SSH terminal aguannagy

mininet@mininet-vm:~% sudo ~/pox/pox.py forwarding.l2 learning
FOX 0.2.0 (carp) / Copyright 2011-2013 James McCauley, =t al.
INFO:core:POX 0.2.0 (carp) is=s up.
ENFD:Dpenflow.Df_Gl:[DG—GG—GG—GG—GD—GI 1] connected

p339aeUYIEANSN1NN5YINIUYeY POX controller Nignimualiviwtiiiilu layer 2 learning switch

mininet> pingall

*#%% Ping: testing ping reachability
h3 -> h2 hl

h2 -> h3 hl

hl ->» h3 h2

#%% Hesults: 0% dropped (6/6 receiwved)

Aany WinsIvaeusaedn switch S1 in1s flood Jeyanield wWie switch s1 gndasag POX SDN

controller Tvinanudu Layer 2 Learning Switch

Tgeds iperf WenaaaUaNTTaULNTAITRLATDY switch s1

mininet> iperf
#%% Tperf: testing TCP bandwidth between hZ and hl
#%% Results: ['5.96 Ghits/sec', '5.%6 Gbhits/sec']

179 %190 putty Toanan mininet

mininet> exit

PNl wihae miniedit MugUd1eEne 1) click stop 2) click 71 x

"W MiniEdit % . "
K INIEdI ~
File Edit PRun | Help
I Run 1

% Stop
Show OW5 Summary ‘

| Root Terminal

- Wa»

IMiN3e putty #mMEANITYIIUTBS mininet server

mininet@mininet-vm:~% sudo shutdown -h now
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My sglasadieailoungnasia@usimds “sudo mn ~topo=single,3 -mac —switch=ovsk -
controller=remote“ Wausaiu controller 3 aia ptcp:6633, POX viwiilu Hub uag POX
ity layer 2 learning switch vuAad1 controller ¥fialafvinlii switch s1 yiaudiuszansnmn

= [J =2 & ! g
HINNER wagvinludaduigutiu

L@NEISD19D9
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. http//mininet.org/ LuzUIN1IAIANAY WioNFI0819 N1TTTIUENFUY

N

. https://github.com/mininet/mininet/wiki/Introduction-to-Mininet k11 Mininet

SN}

. https://sithub.com/mininet/openflow-tutorial/wiki W11 openflow-tutorial

4. N. McKeown, T. Anderson, H. Balakrishnan, G. ParulKar, L. Peterson, J. Rexford, S.
Shenker, J. Turner, “ OpenFlow: Enabling Innovation in the Campus Network”, ACM
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